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Agenda for this break-out

14:10 Introduction (Sytze Kalisvaart)

* Data sharing and ENVITED initiative (Carlo van Driesten, BMW)
 PUMAS project at TNO (Sytze Kalisvaart, TNO)

* 14:35 Interactive workshop using Padlet

* 15:30 Conclusions for wrap-up

* 15:40 Back to plenary

* 16:00 Workshop end
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Introduction to the break-out

* Goal: outline some principles that enable sharing of industry data

* ldentify bottlenecks such as trade secrets, GDPR, Not-invented-here-syndrom, ICT data
protection, no hard driver

* Best practices such as:
» Data protection by design & default
* Privacy by design
* Trusted third party
* Explicit right of use for specific topics only
* Review of results before next step

* Data coding to tags and scenarios
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Questions to be addressed

Who owns the data (i.e. the data provider, the consortium or a specific project member)?

* What is regarded as confidential information and what can be shared?

* Can confidential data be anonymised/changed/aggregated, to allow for more open access?
* Can the data be accessed by another project partner/third party?

* Are there restrictions on what the data can be used for?

* Are there special conditions for sharing and re-using the data after the project?

* What if ethical issues arise from the data analysis? What if public safety is at stake?

* Focus: data protection and trust (Privacy: break-out 3)
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Assignment of morning topics: Break-out 1

BO1: Principles of data sharing
Video Data

Data from Infrastructure PDI

Video data from non-AV projects/partners (cities, public transit, fleet operators) such as from infrastructure
cameras or dashcams

Standardisation of data sets or of metadatasets ?
How to trust the aggregated data? Is it validated by a independent body?
Speed profiles for streets and their sections per time of day, time of year

How could usage of collected SRTI-data from vehicle be encouraged to be used by road participants? (now
collection, not usage focused)

Use of widely supported (not customized) metadata standards
How much time data are in a repository? Will they be destroyed after certain time?

Who owns the data? The user /driver being and the only owner of the data not companies. Property of the
data

Data monetization (who pays for what data?) Data value chains and revenue sharing with all the contributors

i Uurivilig.cu




Assighment of morning topics: BO1

BO1: Principles of data sharing

Effective anonymization

Why having each OEM defining its HD map for Automated driving while we could bring data together in
one more centralised data map where each OEM adds his own flavour in their own HD maps

How non personal data is addressed within the automated driving environment? and how it was managed
in existing projects like Udrive? Autopilot? and L3 pilot?

Data Governance and Regulatory Sandbox to test data sharing
Rules for data usability and re-usability to avoid misuse of data.
What is the purpose (final objective) of data sharing (for AD and/or Smart Mobility)?

Link to GAIA-X. Link to Mobility Data Space (EU initiative). International perspective. Data exchange with
China or US
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Current bottlenecks

-
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Carlo van Driesten, BMW
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QsC S

Automotive Solution Center Simulation

Enhanced Validation & Certification of Highly Automated Vehicles
within the ENVITED Data Ecosystem




asc(s

Automaotive Solution Center for Simulation

The Automotive Solution Center for
Simulation e.V. - asc(s — was founded 2008
as a non-profit association for know-how

carriers in the field of automotive simulation.

We are multiplier, catalyst and accelerator
for our over 40 members from business and
science.

As neutral collaboration platform we enable
exchange, research and transfer.
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FOCUS AREAS MEMBER BENEFITS

01 VEHICLE POWERTRAIN
Development and optimization of conventional and alternative powertrain
systems to improve energy efficiency and dynamics.

NETWORKING

02 VEHICLE STRUCTURE
Optimization of weight and costs through use of efficient lightweight design
with the highest quality, safety and resource efficiency.

03 VEHICLE PHYSICS
Mapping of physical effects and correlations for an increase
in functionality, reliability, safety and comfort.

04 AUTOMATION & CONNECTIVITY — .
Methods for design and validation of g cecnNu| ll'ed

automated vehicles and connected mobility. tennrEEnns

05 NUMERICS & DIGITALIZATION
Optimization of CAE solver technologies and
development of new HPC, IT & Al environments.
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f-,«:\lﬁ 4 DATA
‘. =' K ECOSYSTEM
-) Improved interoperability and

continuous proof of validation in
an open distributed data ecosystem

4 INNOVATION
HUB
Joint research and development

of innovative simulation
methods and processes
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High quality simulation data (o o)
from multiple sources based on
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Project Content/Goals: Automote hgsmc(s

Motivation: Limitations in physical testing made virtual validation necessary

IN THE PAST GENERAL CHALLENGES IN THE PRESENT AND FUTURE

Digital Twin as
enabler

...‘ > growing proportion ...\ +

of software in N .0O.O increased
modern cars / update-frequency
physical virtual testing

physical testing

& certification ﬁ testing & & certification
\ ;3}. growing certification

dependencies and
overall complexity

too slow (npt feasible anymore) ever stricter requirements for reguceg time-to-market
too expensive , quality and certification reduced costs ,
not enough testing possible better product quality

Update-frequency, overall complexity and dependencies in testing and certification of (autonomous) driving functions cannot be handled by physical testing
alone.
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Qscd s

Automotive Solution Center = Simulation

Project Content/Goals:
Data driven virtual validation & certification process
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Project Content/Goals:

Distributed Ecosystem and Roles

OPTIMIZE ...

v" Fairness

v Independence

v Eternity

v Traceability

v Quality

v Quantity

v’ Efficiency

Distributor
(Marketplace)

Consumer
(OEM, Tier-1)

Enabler
(Independent Tool Vendors)

Creator

(Data Supplier)

Patron
(Governance)

Qsc's

Automotive Solution Center = Simulation

Evaluator
(Certification)

Inspector
(Authorities)

Research
(Institutes,
Universities)
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Project Content/Goals: mmmmgnig S;
Credible Simulation Process

Top-Down: Prozesse glaval
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Automotive Solution Center = Simulation

Project Content/Goals:
Context
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Automotive Solution Center = Simulation

Project Content/Goals:
EVE ODDE - Open Distributed Data Ecosystem

TODAY Goal for EVE
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DO NOT HESITATE TO CONTACT US:

YOUR CONTACT PERSON:

Dipl.-Ing. Alexander Frederic Walser
Managing Director

Automotive Simulation Center Stuttgart e.V.
CuriestraBe 2 | D-70563 Stuttgart

Email: hello@envited.market

Web: www.asc-s.de | www.envited.market
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TNO PUMAS project

* 4 Industrial partners (AVL, Magna, Siemens, X)
shared data for scenario detection

* 2018-2020

street

* Scenarios are shared, raw data is not

€ Azure Databricks
python

ASAM 0S|
s = A 4 s
[-O-iﬂ- % = o il % 06 | — ) Sa APl OpensCENARIO
Data _ Sensor MDF Da?anﬁre— Activity Scenario Parame- Test case o OpenDRIVE"
collection fusion Et processing detection mining trisation generation et Simulation
C.

Azure Datalake

Azure Cosmos DB
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Data sharing topics in PUMAS

* 4 Industrial partners and TNO are data controllers

* |ICT company and Microsoft Azure data processors

* Ownership remains with party that collected data. TNO receives temporary copy

* Corporate confidentiality: behaviour and performance of ego vehicle

 Camera data is blurred before transfer (facial features, license plates). No GPS abstraction
* Secure transfer of data set to MS Azure

* Scenarios are placed on typical road geometry, not on a unique GPS location

* End user cannot trace back scenarios to individual data set

* Third party can obtain a license to the scenarios (with permissions of the data providing
partners)

retention at TNO: 2 years for data set for further analysis, longer for scenarios
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Principles in TNO PUMAS

* Requirements for data sets, recommended L3Pilot and OSI. No strict common data format
* Need-to-know access to data sets for staff at trusted third party

* Data collecting party remains owner

* Ego vehicle is not analysed

* Aggregration before distribution

* Only aggregated scenarios are reused

* Trusted third party for data analysis

* Joint processing agreement (for GDPR and other arrangements)

* Field of application is clearly limited (safety assessment of AD)

lication beyond project is under separate agreement
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Interactive session

Padlet (see Teams chat)
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https://universityofleeds.padlet.org/ybarnard/ayxxwij4zj0zzad1

Conclusions Break-out 1

DRAWING CONCLUSION%‘

* What can be shared: Accident videos are often considered more critical in terms of data privacy but arguably
most important data for safety research
* Aggregation:
* Translate into scenarios and labelled driving sections
* You need more apart from scenarios for a full system assessment
e Conditions for sharing
* Depending on who pays for the data collection: if public funds were used, data should be public
* Ego vehicle is not analysed by external parties
e Clarify data sharing rules at start of partnership
* Public safety findings
* Perhaps an approach similar to software vulnerabilities exposure can be used (CVE)
* Best practices
* Publicly disclose what data is or will be collected
* |f the data already exists: inform the (prospective) data user about why the data was gathered and what
the data was gathered for
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https://cve.mitre.org/about/index.html

Return to the plenary

Click here to join the plenary
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