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Welcome to the ARCADE data sharing workshop

A Provide an overview of current state of data sharing and bottlenecks
A Output: Identify key approaches and next steps for the future of data sharing

A Sessions will be recorded

A Please close your camera and microphone

A ARCADE Team: Yvonne Barnard (University of Leeds), Erik Svanberg (SaferPaitnson
(University of Leeds), Adriatiocki(FKA), Stéphane Dreher (ERSzeKalisvaar{TNO)
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Agenda 25 Feb 2021

A 10:30 Webinar for wider audience
A Common ground for discussion and supported by various projects

A Finish with Padlet brainstorm of audience issues
A 12:00 Webinar end

A 14:00 Expert workshop
A 3 breakouts
APrincipledfor industrydatasharing

Aln-vehicle dataselectionandanalysis
AGDPR in practise
A 16:00 Workshop end
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Welcome from ARCADE

CCAM Platform WG?2
- A CCAMSRIAFacilitate data sharing of tests
y wWhat is the state?

y «What is missing today?

Data Sharing

Framework
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https://www.ertrac.org/uploads/images/CCAM%20Partnership%20SRIA%20v1.0%2002-11-2020.pdf

ARCADE
Coordination of Automated Road Transport for Europe

driving.eu
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ARCADE Data Sharing Workshop

European Commission funded
Coordination & Support Actions
VRA

- July 2013 - Dec 2016
CARTRE

- Oct 2016 - Sep 2018

- 36 consortium partners

- 51 associated partners
ARCADE

Oct 2018 - Sep 2021

23 partners from 11 States

50+ associated partners
2000 subscribers




ARCADE Stakeholder Contributions Cycle

| Joint Stakeholder workshops

E EU R&l Projects concertation workshops
..‘ \ Trilateral EWUSJapan ART Working Group
EU CAD Conferences and Symposia
Stakeholder _
Projects
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—
Thematic Areas Roadmaps Knowledge base
CCAM Clusters
connected o
automated https://knowledge-base.connectedautomateddriving.eufenda: Mareh 1, 2021
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https://knowledge-base.connectedautomateddriving.eu/

Data sharing framework

Find answers

Data sharing in connected Q
- automated
general project driving.eu
documents About
R&l Projects v
Home Data Sharing
Thematic Areas v
Support and Training on Regulati .
egulations and Policies v .
e e PR e~ Methodology - Data Sharing Framework
Plans
Data Sharing -
The Data Sharing Framework (DSF) is based on needs from automation pilots and requirements from the
g",‘a'f:al't'l‘:: and o General Data Protection Regulation (GDPR, REGULATION (EU) 2016/679). Updates based on the last years’ of
F ra m e W O r k Methodologies experience in implementing the DSF were included in the updated version (v1.1) of the framework.
Data Sharing v

Financial App'ication The FOT-Net Data Sharing Framework consists of:

models procedure

Methodology — Data Sharing
Framework

e project agreement content, including guidelines and checklists to i
data sharing in the agreements, which together with legal and ethiilIESsLELSLI] x

Storage and access — for data sharing. The project agreements include the grant agreem TR P!

e-repositories the work), the consortium agreement, the participant agreement a

Anonymization agreements; [ send feedback

L3Pilot Common Data Format ® data and metadata description recommendations to facilitate the u|

Dissemination - Data catalogue

Data and metadata Data protection
descriptions recommendations https://knowledge-base.connectedautomateddriving.eu/data
sharing/methodologydata-sharingframework/
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https://knowledge-base.connectedautomateddriving.eu/data-sharing/methodology-data-sharing-framework/

Agenda webinar

A 10:30Introduction ARCADE and data sharing framework
A 10:35 Introduction by Tom Alkim (DG RTD, EC, CCAM WG?2)

A 10:40 Sharing personal data in Legal issues on data sharing, GDPR and research d:
(JeAnn Pattinson, University of Leeds)

A 10:55 Technical examples on facilitating data exchange
A JoostVantomme(ACEAMats Nordlund(ZenseAdt

A 11:20 Experiences with data sharing in large projects
A Erik Svanberg (SafédPDRIVE Jordi Pont (IDIADA; Autopilot), Yves Pages (Renault; L3Pilot)
A 11:45Padletinventory of data sharing topics to be addressed
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https://universityofleeds.padlet.org/ybarnard/3q49rx9w1zo4j99l

TomAIKIm

A PolicyOfficerConnected AutomatedDriving
at the EuropeanCommission
DirectorateGeneral Research i&novation
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European Common Test Data
Sharing Framework for CCAM

ARCADE workshop on Data Sharing for Automated Driving

Tom Alkim, Policy Officer, European Commission
DG Research & Innovation, Future Urban & Mobility Systems
25 February 2021



CCAM Platform

ATesting is essential for:

A Further technology development

A Assessing safety and performance of technologies

A Anticipating user and customer expectations

A Analyzing impact on society
AMany diverse tests are ongoing across Europe
ACoordination is needed for synergies between tests
AThus the WG should:

A Improve exchange of knowledge and experience

[ A Facilitate data sharing of tests ]
A Develop common approaches for testing and assessing impacts

European
Commission




CCAM Partnership
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EU Common Test Data Sharing Framework

Conclusions document of WG2 contains:

AKey challenges and actions regarding EU-TDSF
APriorities and methods

ATrade-offs to consider

ARequirements for EU-TDSF




Next steps

AConclusions document of WG2, publicly available Q1 2021

ADistribute work and activities between: CCAM Platform, CCAM
Partnership, CSAs (current ARCADE, HE follow up), projects
(current and upcoming)




y Sharing personal data In Automated
driving.eu Vehicle Research

JoAnn Pattinson, University of Leeds

—— .- ARCADE]s fundeq
—~the Buropean Union-Horizon 202
lerthe grantagreement-No. 82425




Research in the Digital Age
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' Personal data = Privacy

ACANBUO SELINBKaaSR | & |
A Essential for other rights such as freedom &
movement and association

A Communicative rightyou retain the ability &
to represent yourself to the world in a
manner of your choosing

A Rather than the world inferring from data
who you are

connected
automated Monday, March 1, 2021
driving.eu
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Fundamental Human Right

Universal Declaration of Human Rights:

No one shall be subjected to arbitrary interference
with their privacy, family, home or correspondence

The International Covenant on Civil and Political Rights
The European Convention on Human Rights (ECHR)

Privacy protected domestically by national privacy laws

connected
automated Monday, March 1, 2021
driving



GDPRthe General Data Protection Regulation

Harmonisenational data protection laws

Increase protection for personal data in the
face of the digital economy
aSlyd 02 FIFLOAEAGKFGS s st
data : b

Set a global standard for protecting perso
Information online
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Automated vehicle innovation Is data driven
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How doorganisationsend up with a GDPR fine?

A € 20 Million or 4% of Total Global revenue
(whichever is higher)

A Largest Fine handed out by France to Goc
€50 Million

A Smallest fine handed out wag8

A Sometimes there is no fine even if there is
breach

A Depends upon what yowrganisationdid in
an effort to comply

A And how negatively the breach affected ar
Individual

connected
automated
driving.eu

Monday, March 1, 2021 .



How did Google get a50 million fine? (Part 1)

The amount of data and the type of data

The average amount of data Google has on a user roughly equalslabautllion word
documents

1 Billion people

- ",\ a \
VOII Tubek
!“": oy | \,-"'/ >
, .
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National Data Protection Commission v Google LLC

It 2) ”
ﬁabundance of detailed personal, sensitive data
A Collected by 20 different services
‘ emails, hoblaites E

The information was unclear

connected
automated Monday, March 1, 2021
driving.eu




Examples of smaller breaches

I
£

I

SPAIN

>

CZECH
REPUBLIC

2021-01-
27

Unknown

connected
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2020-09-22 (7,800

588

Iweb Internet Learning,
S.L.

Alza.cz a.s.

Unknown

Art. 7
GDPR, Art.
12 GDPR,
Art. 13
GDPR

Art. 6
GDPR, Art.
7 GDPR

Art. 32
GDPR

Insufficient
fulfilment of
information
obligations

Insufficient
legal basis
for data
processing

Insufficient
technical and
organisational
measures to
ensure
information
security

t dzi a2YS2y SQa& LISNE?2

YouTube channel without permission
022

YR GKSY RARYyQI

authority

Processing ID cards, consent was
withdrawn and due to an employee
error, the data was still processed

Insufficient IT security and
data of individuals was stolen

Monday, March 1, 2021




Lessons Learneddow to apply this to data sharing

A Highest fines are for those that blatantly flout the rules
A Noncompliance has to causignificant detrimento individuals
A Significantly reduce risk by putting organisational and technical measures in place:

A A data sharing agreement

A Data minimisation, encryption, using a data sharing platform

A 1T security meet industry standards and ISOs

A If you are physically sending data to a partnghat checks were done?

Al aA3IYyATFAOLYd RIFEGF oONBFOK YIFeé NbadzZ G Ay |

A A smaller breach may result in a firkewill be proportionate to the damage done

connected
automated Monday, March 1, 2021
driving.eu




Where organisational and technical measures are in p

Personal data can be shared at low risk

connected
automated Monday, March 1, 2021
driving.eu
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THANK YOU

Dr Jo Pattinson
University ofLeeds

ARCADE is funded b
the European Union Horizon 202
Work Programmeunder the grant agreement No. 82425



y ARCADE Data sharing workshop

automated Technical examples on facilitating data exchange
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Technical examples on faclilitating data exchange

Great momentum for data sharing:

THE
A The European data strategy 515‘%;“ "
A GAIAX | ”
A International Data Spaces Association
A KRAKEN
A National Access Points GAIA-X
INTERNATIONAL DATA
SPACES ASSOCIATION
Issues to address:
A GDPR an8&chrems|
Ct
A Data transfer and management ‘\(,.F’f
V
KRAKEN

connected
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Technical examples on facilitating data exchange

Data for road safety,JoostVantomme ACEA
= for roao

£Essafety

o
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SRTI ECOSYSTEM ot

B-safet
Data sharing for road safety ‘ g

Joost Vantomme,
Chair General Assembly DFRS
Smart Mobility director ACEA




‘ROAD FATALITIES IN THE EU

51400

50.000

40.000

30.000

20.000

10.000
0
2001 2010
@ Getitete @ ziel
Fatalities Target
Tués Objectif

Source: European Commission, DG MOVE (2020)

Data refers to 2018

Aot0-G—

for road

B-safety

Alle StraBen
All roads
Tous réseaux

*Andere
*Others
‘Autres

In Ballungsgebieten
Urban areas
En agglomération

*Andere
*Others
*Autres
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https://ec.europa.eu/transport/road_safety/sites/roadsafety/files/pdf/scoreboard_2020.pdf

WHY A ROAD SAFETY DATA ECOSYS

Main ingredients of the policy context:

C$SECEOAI EOAOEIT AO OEA EAAQOO 1T &£ )1 OAIl I
C ITS Directive: supporting access to data since 2010
C Delegated Regulation 886/2013: advancing safety related traffic information

C European strategy for data: fostering data sharing and creating a common mobility
data space

C European Green Deal: emission reduction and user centric transportation
C Vision Zero: reduce road casualties

33



POLICY BACKGROUND ﬁ;}f

A Basis : European Commission delegated Regulation of 15 May 2013 on sharing of
safety related traffic information (delegated act under ITS directive)

A Principle: information on 8 events free of charge to endisers (drivers)
Unprotected accident area

Animal, people, obstacles, debris on the road
Temporary slippery road

Reduced visibility

Exceptional weather conditions

Short-term road works

Wrong-way driver

Unmanaged blockage of a road

A Cooperative approach : no free riders in the system

© O O OO0 O O O

34



POC PHASE FINAL REPORT forreca”

A Detailed report on the goals, members and results of
the Proof of Concepphase

A Report for the HLM Transport Ministers, " October
2020

A Clear explanation of SRTI events and how data sharing
works in practice between OEMs, service providers and
road authorities

Data Task Force

35



‘ TYPES OF DATA AND ROLES for 100

B-safety

= |

s
‘(’F Service \\' .
CFEETIDH —5

‘H—k_df'

L1 data | 3 data

~ A Service

* Raw sensor data *  Mass data from individual vehicles * Intelligently clustered & combined
* Doesn't leave * \Various data types depending on OEM/fleet: « (Possibly) validated with other data
vehicle * Accident / Broken Down Vehicle / Vehicle ~ « SRTI warning massage suitable to
In Difficulty warn drivers
» ABS / Dangerous Slow Down * FEight SRTI categories defined in
* ESP Actuation / Traction Control / Delegated Regulation 886/2013
Traction Loss / Hydroplaning / Slippery » Inform end users via various
Road services and channels

* Reduced Visibility / Rear Fog Light
Activation / Windshield Wiper Operation

36



dota-Go
RO LES L3 Data Source for road
&sofetg

Creator Service Provider

L2 Data Source Aggregator

Aggre Service
gation Creation 5

L 2data f 3 [ nddta i A L3data . 3 Service

L1data

L2 Data Access Interface Providar |3 Data Access Interface

Provider

A Decentralized system _ L2' Data Access Interface Providcr
A Every partner chooses her role in the ecosystem

) National Access Point
A Different obligations depending on role

37



CONTACT

A JoostVantomme, Chair of the General Assembly
A https ://www.dataforroadsafety.eu/

AoEa-G—p

for road

&sofetg
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https://www.dataforroadsafety.eu/

ESTABLISHED BY THE EUROPEAN B
scitel
TRANSPORT MINISTERS :

Timeline

FEB 201/ MAY 2017 SEP 2017 JUN 2018 JUN 2019 OCT 2020

1st High Level 1st Data Task 2nd High 3rd High Launch of Launch of
Meeting Force meeting Level Meeting  Level Meeting Data Task SRTI Ecosystem
Amsterdam: Frankfurt Gothenburg Force Proof of & Multi Party
official Launch Concept & Agreement
Data Task Force MoU signed signed

A Dedicated website:https://www.dataforroadsafety.eu/
A Instructive video: nttps://www.youtube.com/watch?v=f7ZdUeJw BA&feature=youtu.be
A ACEA as Chair Of the Genel‘al Assembly Since OCtOber 2@2‘@over from the Dutch Ministry of Infrastructure)

39


https://www.dataforroadsafety.eu/
https://www.youtube.com/watch?v=f7ZdUeJw_BA&feature=youtu.be
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Mats Nordlund

Director ResearcAenseact
Head of Data Factory, Al Sweden



Whyis Edgelmportant? AI

SWEDEN

Want a lot of data

dzii X

AEnergy needed

ACosts

B A Data Storage
A Data Transfer

Want to share and AlLatency
transfer data ACompIiance
* X %
* *
* @ GDPR *
* *
* 4 *

Current Direction Is not Sustainable



WHONEED3HEEDGR. AR AI

Automotive loT
Healthcare Manufacturing
Realestate Film making
. Cities and regions
Inance .

Retall
Consumer _anguage
products é
Aerospace
Telecom

Rapidlyevolvingg Applicationan mostareas



What Do We Want?

more data and less data

to share data and keep It private

to transfer data and keep it local

EEEEEE



Al

SWEDEN

Data Is born on the edge,

Can it stay there?

We say we want to aggregate data,

. why not aggregate knowledge?

s



Whatis Federated Learning on thedge& Al

EEEEEE

Aggregation

Swarm Learning

First proposed by Google in 2016
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Value from Edge lab

Educatiorfor partners Strategy

New businessnodelsand monetization Deve|opment
StrategyWorkshops

Identifyingthe vulnerabilities Security
Creating solutions / Solutions

Automotive

Health Care

loT

Security
CoreTechnologyesting

Building

SWEDEN

SystemTlopologiesComponents
Storage compute connectivity
Scalability
Aggregation/Federation

Frameworks
Toolchains
Privacysolutions



https://www.ai.se/en/startup-program
https://www.ai.se/en/data-factory
https://www.ai.se/en/projects-ai
https://www.ai.se/en/networks
https://www.ai.se/en/training-learning
https://www.ai.se/en/training-learning
https://www.ai.se/en/networks
https://www.ai.se/en/projects-ai
https://www.ai.se/en/startup-program
https://www.ai.se/en/data-factory

Experiencesvith datasharingin largeprojects
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UDRIVE

European Naturalistic
Driving Study

Data sharing in UDRIVE

Erik Svanberg
SAFER

25/Feb/2021

ARCADE data sharing workshop



UDR|V E =<

EUROPEAN NATURALISTIC ‘
DRIVING STUDY —— S == S Cié) -~

87871 Houmsor i
VEHICLE = cFO
TYPES o O~ -

NUMBER OF DRIVERS: 48 186 47
HOURS OF DATA COLLECTED
ool 41389 45591 891
NUMBER
OF DRIVERS

UDRIVIprojectstartedin 2012 ancendedin June 2017.
Datacollectionphasein the periodof 2015to 2017.

\ (&]olr) 2

LUDRIVE
ARCADE data sharing workshop, Feb 25t 2021 European Naturalistic

Driving Study



UDRIVE data flow

Operation sites

Localdata centers

ARCADE data sharing workshop, Feb 25t 2021

Central data center

VEHICLE C S, [~ [= S

AND TRAFFI AFETY CENTRE AT CHALMER:

mmmmmmmmmmmmmmmmm



UDRIVE data flow & monitoring

2
RECORD %

RECORD

5 o (@
RECORD %

@ omT RECORD

o %
%2
- ':& CONNECTIONS RECORD
Ol
SAFER

CDC DATABASE

\ (@lolr) 2

| UDRIVE
ARCADE data sharing workshop, Feb 25t 2021 European Naturalistic

Driving Study



UDRIVE data analysis

A 62.000 hours
driving data

A 2.600.000 km
A 271.000 trips

e LBEn «rnon@ 0aae

A 14 analysis sites == =5 B =
A 120 users e
A 3 databases SALSA datasualization annotation and dat@rocessingool

Inoooooofdz ) é

L Time to Segment Stat 3666601 5

] ] developedby CEESAR.
A 140 data iterations
L (&]olr) 2
LIDRIVE
ARCADE data sharing workshop, Feb 25" 2021 European Naturalistic

Driving Study



UDRIVE data sharing

A Data protection concept
-> CAD Data Sharing Framework

A Great control of equipment and individual data records.

A lterative data modelling and analysis

I Appreciated by experienced analysts.
I Required software development expertise.

A Remote workstation not local PC
A UDRIVE User Group
A Post-UDRIVE dataset usage

Personal data must be analysed at UDRIVE partner.

\ (@]olr) 2
UDRIVE

Europe
Driving Study

ARCADE data sharing workshop, Feb 25" 2021


https://knowledge-base.connectedautomateddriving.eu/data-sharing/methodology-data-sharing-framework/

Thanks for your attention!

Erik Svanberg

SAFER
Vehicle and Traffic Safety Centre at
Chalmers University

erik.svanberg@chalmers.se
+46 761 882 700 ~

UDRIVE was co-funded by the EC, DG Research and Innovation, in the 7th Framework Programme under grant agreement no 314050.

\ (@]olr) 2
UDRIVE

Europe
Driving Study

ARCADE data sharing workshop, Feb 25" 2021
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Data Sharing In
AUTOPILOT

Jordi Pont (IDIADA)
jordi.pont@idiada.com

2502-2021

A UTOPILOT



AUTOPILOT Project

A 3 Yeardnnovation Action: 01/01/201¢ 31/12/2019 (44 beneficiaries)
A Projectcosti p a-9¢ O2Y UNRAROdzOAZ2YY HnNna e
A UseloT technologieso accelerate, enhance or enabAd functions

4 A DRIVING SERVICES Realtime Sixth sense Automated driving
A car sharing driving  route optimisation
2 A 10T PLATFORM
N\ | | /
NTEROCERASLE STANDARDISED SECURE OPEN-ACCES

3. A APPLICATIONS

provide data to loT

" AUTOMATED HIGHWAY PLATOONING URBAN
= VALET PARKING PILOT DRIVING
1 Vs o ‘ Vehicle loT integration

[Short Presentation Title] 01/03/2021




Data sharing among and outside the consortium

A Data qualitycheck to

———————
- -

ensurehomogeneityof the o S L
data. HEEN
DY ~ ‘\\ /.\ / /l
A Pllot Slte TeSt Servand //’, Central estServer\‘\ \\_“Amlui_sitiotciata/,’,
Central Test Server. N | N
| Car Sharing AVP ‘

—————————
-

—

loT Platform
loT Platform
\
\

A User datmnonymiSEd Y High way /V’ PiIotSiteTestServerl ~
\ N ,’( { Pilot Site data I
\\ ,/ \ L /l

A Goodmetadatato be able SSeell-- SO °*herp"°*8“8da‘aﬂ,x

- -
-------

to share useful technical
data after the project.

[Short Presentation Title] 01/03/2021




Recommendations and lessons learned

1. Ensure good 2. Define Logging 3. Automatize data
communication between guidelines (Common  validation process to
Evaluators and Pilot Sitespata Format, File ensure good quality

F2NXYI G |y

[Short Presentation Title] 01/03/2021



Thankyou for
your attention

Jordi Pont (IDIADA)
jordi.pont@idiada.com
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Pilots across Europe

DE/WoIfsburg, Hamburg

DE | Ingolstadt Aud|

© L3Pilot consortium /




Vehicle owner Selected partner L3Pilot consortium Public

OEM raw data OEM Database 1" filter and Trusted partner ) L3Pilot consortium
analysis conversion to database 2™ filter database

Common Data Format

V-V —
S’

3" filter Public database

Data transferred
from vehicle to
OEM database

(physically or OTA)

Consortium / SP7
analysis

A\ 4

M Feedback to
w’-m OEMs @ Trusted partner

data consistency

check Combine

analyses to form
report &
conclusions

l OEM vehicles collect data T l

S Lun )
<

Trusted partner
data analysis

Pilok Data
Feb 25t 2021 ARCADE data sharing workshop 7/ Driving Automation



S @Use Case Definition l
E . Definition of
— A Definition ofthe S P 5t00 IS indicators in D3.1 @
é éﬂ;?:rt?:rt]ed Driving Annatation Cluster all Situations
. s Codebook @
= A\r/\eflr(\el\cl:griguanonsare Definition of Derivation. of ID | vmax | min. 77| Max. Trc A Clusteringof scenarios
A ' derived measures Indicators for 1|110] 2 3 Adink scenariosto
inD3.1 Situation frequencies
Scenario and Data 2|140| 04 | 06  AAccesgo scenarios
@ Annotation Alf probability > 95 %, 3| 30 0,5 0,9 batsedor; use-casesof
alculation of Derived & ~.iculationof situations belongsto 8| 8 8 8 QLIBRAEED
measures - scenario Resultsfor
probability whether & perivati .
) ! Derivation of Del ble7.1
@ . : ; current situation e eliverable7.
‘O Transformation  of A Extensionof datain belongsto the _ n, 0 Eevaiugdion
& dataformat o + 2 | oa | o8 =
2 SP6 Data AT defined scenariosin ~ —_t results®
2 @ i commondataformat
c 3 Derivation of a A Format check defived imeasures )
S common data A Riepaingefdata 14 Sgenario 1 z g
=g description Ijolmation z 2 2
% ° AHarmonization of A Integration of data & & bl | I
o S signalnames accesgights %' min TTC (5 Scenario ID
k- A Conversionto T g
oz commondataformat g =
<=z . 3
2 = Time (s)
2 A = 0
e 2
8
a e (6§ Data insteps(1) z (5) in commondataformat
o :
a %
o
i<
2]
=
= >
€ minimal Aggregation of Data e MAXIMUM
rWhichscenariosare considere@ O
Pilok Data

Feb 25t 2021 ARCADE data sharing workshop Driving Automation



L3Pilot Consolidated database

A Facilitates merging of performance indicators across pilot sites per driving scenarios
A Aggregated, pseudonymous data uploaded by

A 11 vehicles owners for motorway

A 3 vehicle owners for urban
A Aggregated data can be downloaded by analysis partners.

A Scenarios types created by common processing framework
A Uninfluenced (free) driving (+chunked instances)
A Following/approaching a lead vehicle (+chunked instances)
A Driving in traffic jams
A Cut-ins
A Lane changes
A Incidents (forward, rear, side)
A Extended scenario list for urban driving (crossing, turning, laterally moving objects)
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Pilok

Driving Automation

Thank you for your kind attention.

Yves Page
yves.page@renault.com
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Wrap-up and next
steps

connected
automated = ARCADERTRAC joint stakeholder workshop Monday, March 1, 2021
driving.eu




Wrap-up

A Whattopicsshouldbe addressedn datasharing
A PadletQ&A

A Hopeto seeyouthis afternoon(14:00)

connected
automated ARCADERTRAC joint stakeholder workshop Monday, March 1, 2021
driving.eu



https://universityofleeds.padlet.org/ybarnard/3q49rx9w1zo4j99l

